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ABSTRACT 
 
The main focus of this master’s thesis is to propose the solution to fictional company 
XYZ s.r.o. on how to save costs by building new educational lab for its employees in 
order to develop their skills and experience in the field. This solution also may be used 
by university staff and students to test the enterprise software for educational purposes. 
The author stresses the advantages of using Cloud Computing and the open-source as 
well as using Docker containers in combination with proprietary software e.g. IBM 
WebSphere Application Server. 
 
ABSTRAKT 
 
Diplomová práca sa zaoberá návrhom riešenia pre fiktívnu spoločnosť XYZ s.r.o., ako 
ušetriť náklady vybudovaním výukového prostredia pre jej zamestnancov za účelom 
rozvíjať ich zručnosti a skúsenosti v danom obore. Toto riešenie môže byť taktiež použité 
zamestnancami a študentami univerzít, aby si mohli otestovať podnikový softvér pre 
výukové účely. Autor zdôrazňuje výhody používania Cloud Computingu a otvoreného 
softvéru, ako aj využitie technológie Docker kontajnerov v kombinácii s komerčným 
softvérom ako je napr. IBM WebSphere Application Server. 
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INTRODUCTION 
 
     Many companies nowadays employ IT professionals in order to manage their core 
business systems. It is the definitely required to make an investment to employees that 
can handle standard IT system operations and are ready to build, integrate and deploy 
new UAT or production environments. The technology is developing day-by-day, and so 
for a single engineer the self-upskilling is a must. Some of the systems may run 
unchanged for decades and require almost no intervention (those having zero downtime 
for years) and some of the systems require to be maintained constantly (health checking, 
patching, fixing hardware failure issues). 
     This increases the costs on human resources of course, and there are not many ways 
on how to avoid hiring new employees. There are few problems that almost every 
enterprise is facing nowadays: 1. The company infrastructure is expanding and number 
of managed systems is growing rapidly. 2. The number of managed systems per employee 
reaches the limit and is usually oversized. 3. Lack of fully qualified engineers with 
adequate knowledge required to manage the systems. 4. Tight company budget dedicated 
for employees‘ education. 
     Since almost every company has developed the labs for testing (usually systems or 
applications prior going live), they fully benefit of virtualization technology, which does 
exist for over 30 years. Also the platform the applications are currently running on has 
changed – the term „Cloud computing“ has changed today world‘s point of view on how 
to monetize something that is already existing for such a long period of time. 
     No matter what technology is currently leading the business, the skills and the 
experience is the most valuable commodity in the world. The enterprises are aware of this 
fact and should now find the way of how to find the balance between such incalculable 
commodities and the costs on employees‘ education (which is the cost-term we hear in 
almost every enterprise). 
     It has no sense to buy e-learning lectures for enormously occupied employees or to 
rely that all knowledge will be absorbed by them without a skilled lecturer or mentor. It 
is huge difference in learning with and without a mentor. There must me something that 
makes employees flexible and the education that is provided in highly effective way. This 
should be the way on the top of which we could measure something similar to ROI. 
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     The virtualization technology has speeded-up the whole education process and thanks 
to it this thesis may deliver solution proposal for the problems the enterprises are currently 
facing. It is not remedy for all the problems the employees‘ upskilling has, but makes 
a view on how to benefit from the combination virtualization / containers / cloud 
computing. 
     In this thesis, firstly the virtualization term is explained as well as the virtualization 
history. The cloud computing is the next topic and the cloud services description followed 
by the one of the biggest cloud services providers – Amazon Web Services. Finally, it is 
followed by Docker, an open standards platform for developing, packaging and running 
portable distributed applications. That will be the theoretical background part of the 
thesis. 
     The “Problem analysis and current situation” section introduces fictional company 
XYZ from IT industry, which is model-company facing the problems with the costs on 
employees’ education. 
     In “Proposals and contribution of suggested solutions” section we define the problem, 
we prepare the Docker environment with commercial software to show the practical usage 
of such technology benefits, as well as two use cases: IBM WebSphere Application 
Server Network Deployment HA environment design based on Docker containers and the 
general use case.  
     The final part of the proposal is dedicated to new education model proposal, in which 
enterprises may get inspired. The author tries to use his 10+ years’ experience gained 
during his stay in international corporations, as found all are experiencing same problems 
in the same area. The author thinks that by implementing small changes to current 
conventional model may help company employees benefit from such changes. 
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AIM OF THESIS 
 
The aim of this thesis is to demonstrate the usage Docker – container-based 
virtualization and its features in combination with proprietary software that is being used 
by enterprises. The objective is to propose new educational model to selected enterprise 
that might eliminate costs on employees’ education by using operating system-level 
virtualization. IBM WebSphere Application Server is to be used as the example in this 
thesis, as it is used by many enterprises running their business core services on top of this 
middleware platform. 
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1. THEORETICAL BACKGROUND 
1.1. Virtualization 
 
     Virtualization is a time-tested, proven way to add value to existing hardware, software, 
and infrastructure investments by utilizing spare capacity; consolidating servers to save 
space, utility costs, and administrative effort; controlling increasingly dense workloads to 
ensure business continuity and rapid recovery from disasters; and more. A primary use of 
virtualization in today’s information technology (IT) environments is to consolidate 
existing resources onto fewer physical machines, helping to address demands to reduce 
costs and ease management burdens while retaining and enhancing a business’s 
competitive advantages—namely flexibility, reliability, scalability, and security. 
 
 
Figure 1: Virtualization - principle. Adopted from (GOVMLAB, 2015). 
 
     Although virtualization in one form or another has been available on a variety of 
platforms for over 30 years, the technique is now becoming mainstream, given recent 
advances in bringing cost-effective virtualization to enterprise servers using Intel and 
AMD technologies. These enhancements and new technologies mean that virtualization 
is no longer relegated to the mainframe platform, and businesses with heavy investments 
in Intel-based and AMD–based enterprise servers can now reap the benefits of 
virtualization at a much lower total cost of ownership. (MICROSOFT, 2008) 
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     These benefits are readily apparent when paired with server consolidation. 
Consolidation onto enterprise servers using Intel and AMD technologies, with virtual 
machines as a primary tool, helps to: 
 
 Optimize infrastructure. 
 Reduce utility costs. 
 Lower administrative overhead. 
 Ensure robust disaster recovery features. 
 Enable higher levels of system availability. 
 Allow for flexible and agile IT responses to new business conditions and 
initiatives.  (MICROSOFT, 2008) 
 
 
Figure 2: Virtualization - The results are Transformatial. Adopted from (GOVMLAB, 2015). 
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1.2. History of virtualization 
 
     More than 30 years ago, the IBM mainframe platform implemented virtualization 
support, allowing IBM mainframes to run multiple applications and processes in an 
isolated fashion simultaneously. IBM hardware and operating systems have had support 
for virtual memory, storage, and archiving longer than any other platform, mainly because 
mainframes are expensive resources and partitioning provided a way to make full use of 
the hardware investment made. (MICROSOFT, 2008) 
 
1.2.1. The 1970s and Early 1980s 
 
     The period between 1970 and the early 1980s saw many new technologies and changes 
introduced to the computing world. IBM’s mainframe operating systems were the primary 
drivers of enterprise computing innovation. (MICROSOFT, 2008) 
 
IBM VM Operating Systems: Introducing Hypervisor Technology 
 
 
     The IBM VM family introduced the concept of a hypervisor in 1972. Specifically, the 
core of the IBM VM family architecture was a control program (which effectively is what 
we now refer to as a hypervisor) called VM-CP. VM-CP ran on the physical hardware 
and created the virtual machine environment. This arrangement made VM-CP become 
classified as a type 1 hypervisor. Type 1 hypervisors are essentially software that runs 
directly on the hardware platform and thus below the operating system in the overall 
system stack. VM-CP provided complete virtualization of the physical machine, not just 
a subset as for previous solutions, and it really was the first implementation of both the 
hypervisor and the overall concept of virtualized machines.  (MICROSOFT, 2008) 
 
MVS Operating Systems: Introducing Virtualization 
 
     Not to be confused with VM, MVS (short for Multiple Virtual Storage) was the most 
commonly used operating system on System/370 and System/390 machines. MVS was 
first introduced in 1974. The core of MVS has stayed the same throughout many revisions 
 15 
to this operating system. The roots of virtualization on the mainframe begin in MVS, 
specifically with its virtual memory support. MVS allowed an unlimited number of 
applications to run in separate address spaces. The MVS core redirected requests from 
two separate applications for the same virtual memory address to different areas of 
physical memory. 
     Additionally, for mainframes that had multiple processors configured in what was 
called ―loosely-coupled fashion, each processor had its own memory space and 
operating system to itself but shared peripherals connected to the physical box. A 
component of MVS called JES3 allowed this sharing and separation to be managed from 
a single console. While MVS is no longer supported by IBM, the roots of virtualization 
can be traced to its support of these two key capabilities. MVS transformed into OS/390 
in 1995, which over time introduced support for 64-bit mainframe machines; finally, in 
2000, OS/390 turned into z/OS, which is the current production IBM mainframe operating 
system.   (MICROSOFT, 2008) 
   
1.2.2. The Late 1980s Through 2000 
 
The IBM ESA/390 Operating System: Introducing Logical Partitions 
 
     In 1990, IBM introduced a logical partition, also called an LPAR, for its ESA/390 
mainframe architecture The LPAR is the core of mainframe virtualization. An LPAR is a 
division of a machine’s entire set of hardware resources that is dedicated and addressed 
like a separate machine. It acts as a slice of a larger computer and is dedicated to 
performing as if it were a completely independent, discrete machine that is running its 
own operating system and applications. 
     LPARs are essentially hardware-based in that the partitions themselves are defined on 
the hardware level and software manages the partitions. This software interacts with the 
LPAR to slice up memory, the central processing unit (CPU), and even storage between 
partitions. The partitions are almost completely independent and provide a discrete 
environment in which software can run, although some cross-partition operations are 
permitted in unusual cases. When the ESA/390 was introduced, LPARs depended on the 
Processor Resource/System Manager (PR/SM), which was a set of circuits, chips, and 
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code built into the hardware that supported the capabilities of LPARs. The code behind 
the PR/SM hardware—in effect, one of the first hypervisors—was derived from the IBM 
VM operating system family of the 1970s. (MICROSOFT, 2008)  
 
The IBM z/VM System: Developing Virtualization 
 
     Along with the z/OS system, which was introduced in 2000, the VM system developed 
into z/VM (also released in 2000). The z/VM system is the base of virtualization on IBM 
mainframe products. Arguably, z/VM’s most crucial feature is Virtual Machine Resource 
Manager (VMRM), which dynamically provisions parts of the total resources of the 
system among virtual machines. VMRM also supports criteria such as resource limits, 
prioritization and quality of service, and service-level agreement (SLA) terms. 
     In general terms, z/OS and z/VM can support multiple virtual machines that run any 
compatible operating system and are hosted on a single mainframe host. The maximum 
number of virtual machines that can be supported will depend on the workloads and 
performance of each virtual machine under both peak and aggregate usage. 
(MICROSOFT, 2008)  
 
The Windows Operating System: x86 Enterprise Servers    
 
     The motivation for virtualization waned in the 1980s and 1990s as significantly less-
expensive x86 desktop computers and servers became widely available and the model of 
distributed computing took hold. Few companies needed to invest in an expensive 
centralized system and determine efficient technical ways to share it because low-cost 
machines with the ability to run their own operating systems and applications 
independently had become widely available. 
     The release and adoption of the Windows® operating system in the 1990s cemented 
the dominance of x86-based systems as productivity workhorses. However, along with 
the massive increase in x86 system adoption, there came related obstacles, particularly in 
the area of asset management and optimization. Specifically, these obstacles—still in 
place—are: 
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 Non-optimized usage. Organizations tend to run only one or two applications on 
each individual server to ensure availability and to avoid risk, which means that 
any given business has many servers deployed. Because of this, a typical x86 
server installation achieves an average system utilization of 15 percent of its 
capacity, according to many common reports and administrator stories. It is 
important to note that low utilization is not a specific property of the technology. 
It is the result of the decision to either acquire and run a new server as an existing 
server or to get permission to run a new application on an existing server. 
 Growing infrastructure expenses. A group of individual servers requires cooling 
and power regardless of how stringent or lenient their workloads are, an expense 
that continues to increase in today’s environment as data center space and services 
come at more and more of a premium. 
 Increased management complexity. As machines are added to the network to 
perform different roles, staffing and credentials must be expanded to administer 
the growing infrastructure. In addition, creating one unified policy and applying 
it across all systems becomes challenging, as multiple solutions are added to the 
network. These solutions sometimes run on different platforms and may even be 
sourced from different vendors. (MICROSOFT, 2008) 
 
     To respond to these challenges, virtualization techniques were introduced in the late 
1990s. Most of these products used type 2 hypervisors. Type 2 hypervisors are software 
packages that run within an operating system environment and generally emulate a type 
1 hypervisor to a ―guest‖ operating system that runs on a ―host‖ operating system.  
     This type of virtualization aimed to remove, or at least ameliorate, the obstacles 
previously mentioned. Virtualization essentially uses the commodity hardware that has 
become so widespread in computing environments today and turns it into an 
―infrastructure‖ running on a type 2 hypervisor that can support isolation, consolidation, 
and simpler management. (MICROSOFT, 2008) 
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1.3. Cloud computing 
 
     The last decades have reinforced the idea that information processing can be done 
more efficiently centrally, on large farms of computing and storage systems accessible 
via the Internet. When computing resources in distant data centers are used rather than 
local computing systems, we talk about network-centric computing and network-centric 
content. Advancements in networking and other areas are responsible for the acceptance 
of the two new computing models and led to the grid computing movement in the early 
1990s and, since 2005, to utility computing and cloud computing. 
     In utility computing the hardware and software resources are concentrated in large 
data centers and users can pay as they consume computing, storage, and communication 
resources. Utility computing often requires a cloud-like infrastructure, but its focus is on 
the business model for providing the computing services. Cloud computing is a path to 
utility computing embraced by major IT companies such as Amazon, Apple, Google, HP, 
IBM, Microsoft, Oracle, and others.  
     Cloud computing delivery models, deployment models, defining attributes, resources, 
and organization of the infrastructure discussed in this chapter are summarized in Figure 
1.1. There are three cloud delivery models: Software-as-a-Service (SaaS), Platform-as-a-
Service (PaaS), and Infrastructure-as-a-Service (IaaS), deployed as public, private, 
community, and hybrid clouds. (MARINESCU, 2013) 
 
 
Figure 3: Cloud computing: Delivery models, deployment models, defining attributes, resources, 
and organization of the infrastructure. Adopted from (MARINESCU, 2013) 
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The defining attributes of the new philosophy for delivering computing services are as 
follows: 
 
 Cloud computing uses Internet technologies to offer elastic services. The term 
elastic computing refers to the ability to dynamically acquire computing resources 
and support a variable workload. A cloud service provider maintains a massive 
infrastructure to support elastic services. 
 The resources used for these services can be metered and the users can be charged 
only for the resources they use. 
 Maintenance and security are ensured by service providers. 
 Economy of scale allows service providers to operate more efficiently due to 
specialization and centralization. 
 Cloud computing is cost-effective due to resource multiplexing; lower costs for 
the service provider are passed on to the cloud users. 
 The application data is stored closer to the site where it is used in a device- and 
location-independent manner; potentially, this data storage strategy increases 
reliability and security and, at the same time, it lowers communication costs. 
 
     Cloud computing is a technical and social reality and an emerging technology. At this 
time, one can only speculate how the infrastructure for this new paradigm will evolve and 
what applications will migrate to it. The economical, social, ethical, and legal 
implications of this shift in technology, in which users rely on services provided by large 
data centers and store private data and software on systems they do not control, are likely 
to be significant. 
     Scientific and engineering applications, data mining, computational financing, 
gaming, and social networking as well as many other computational and data-intensive 
activities can benefit from cloud computing. A broad range of data, from the results of 
high-energy physics experiments to financial or enterprise management data to personal 
data such as photos, videos, and movies, can be stored on the cloud. (MARINESCU, 
2013) 
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1.4. Cloud Services 
 
     With the prevalence of Service Oriented Architecture and cloud's modular and 
reusable approach, many IT offerings can be provided as Service. The term "XaaS" has 
been coined to mean Anything as a Service. Technologies have proliferated many facets 
of our lives. We are in a world where almost anyone can access internet and anything can 
connect to internet. IT industry has been observing a pattern of repeatable use of hardware 
and software as services for the last two decades. Popularity of internet, commoditization 
and standardization of technologies, virtualization and emergence of web services has 
been the accelerator for this change. Users have been demanding information and 
applications delivered via internet. This is acting as a catalyst to the rise of XaaS. 
 
An increasing number of services are being offered through cloud or internet. The most 
commons services from XaaS categories are: 
 Software as a Service 
 Platform as a Service 
 Infrastructure as a Service (IRMA, 2014) 
 
Software as a service (SaaS) 
 
     In traditional application distribution model, an application is purchased and then 
installed on a computing device locally. This model is often known as Software as a 
Product (SaaP). Here a consumer is burdened with the complexity of installation, 
management, maintenance, upgrade and licensing cost. 
     With the maturity of Service Oriented Architecture (SOA), web services and other 
web technologies, there is a stride towards SaaS model. Also better and faster internet 
connection has made it possible to access business, academic and scientific applications 
hosted on data centers as opposed application installed locally on a computer. This is a 
new application delivery model in which the consumers use an application hosted on a 
cloud infrastructure over internet. The providers install, manage and maintain the 
application and provide an interface to access it. Normally the interface to the software is 
through a thin client interface (e.g. a web browser). (IRMA, 2014) 
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     Ubiquitous network access is one of the essential characteristics of Cloud Computing. 
Ideally consumers should be able to run the interface to cloud applications in any type of 
devices (e.g. netbooks, notebooks, PCs, smart phones, mobiles, gaming consoles, Kiosk 
etc.) with an internet connection and a web browser. Figure 4 illustrates how a magnitude 
of client devices can retrieve software services from cloud SaaS provider over internet. 
 
 
Figure 4: Software as a service. Adopted from (IRMA, 2014) 
 
     The consumer does not manage or control the underlying cloud infrastructure 
including network, servers, operating systems, storage, or even individual application 
capabilities, with the possible exception of limited user-specific application configuration 
settings. This cloud computing model is Software as a Service and the provider is known 
as SaaS providers. There are many SaaS providers in the market. Google, Salesforce.com, 
IBM etc are few of them. Saleforce.com's offering of Customer Relationship 
Management (CRM) products as SaaS has been exemplary. Their brilliant idea of 
application over the internet or cloud has reshaped and revamped the software delivery 
model. This has also turned their organization into a billion dollar company. 
     SaaS model alleviates the headache of software applications, ongoing maintenance, 
patches, performance monitoring and upgrades for an enterprise. SaaS providers are often 
equipped with large data centers and leverage these large economies of scale for their 
applications offerings. A provider typically provides a service to multiple consumers. 
 22 
Google web based email Gmail is one example of SaaS. LotusLive online collaborations 
suite by technology giant IBM is another example. "Pay as you go" model exists for the 
pricing of SaaS like any other services of cloud computing. Users are charged based on 
per-use or subscription for a given bandwidth and storage. There is no upfront cost from 
the providers. It is a measured service. However terms and conditions may vary from one 
provider to another. (IRMA, 2014) 
 
Platform as a service (PaaS) 
 
     In this model consumers use a hosting environment provided by providers. Providers 
deliver not only infrastructure but also middlewares (databases, messaging engines etc.) 
and solution stack for application build, development and deploy. This capability allows 
the consumers to deploy consumer-created or applications created using programming 
languages, tools (e.g. middlewares) and runtime environments supported by providers. In 
few words we can refer this model as an application framework. The consumer has control 
over the application deployed and its configurations but the consumer does not control 
the underlying layer (operating system, hardware, storage and network) on which the 
application is running. PaaS platform will assure the scalability and elasticity of an 
application created using PaaS provider's application framework. This process happens 
transparently to the consumer. 
      Examples of PaaS are Google App Engine, IBM WebSphere Cloudburst service, 
Force.com from Saleforce.com etc. Programming languages which have gained 
popularity in cloud domain are Java, PHP, Python, Ruby, Perl and some others which 
support platform independence. C/C++ and .Net applications have also become popular 
in Microsoft Azure platform. Figure 5 depicts this delivery model. Clients leverage this 
service through internet. (IRMA, 2014) 
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Figure 5: Platform as a service. Adopted from (IRMA, 2014) 
 
 
Infrastructure as a service (IaaS) 
 
     IaaS means the delivery of computing infrastructure as a service. The consumer rent 
data center space, processing power, storage, networking and other required computing 
resources as a fully outsourced service instead of purchasing and installing these in their 
own data center. Components for IaaS include, but are not limited to, the following: 
 
 Servers 
 Communication network (including routers, switches, firewalls, load balancer 
etc.) 
 High Speed internet connectivity (often on OC 192 backbones) 
 Platform virtualization environment 
 Service-level agreements 
 Utility computing billing 
 
In Figure 6 we can see how customers using many client devices can access infrastructure 
in a cloud over internet. The consumer is charged for the resources used. In this model 
the consumer is provided with required raw computing resources on which the consumer 
can deploy and run own software including operating systems, middleware and 
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applications. The consumer has control over operating systems, storage, deployed 
applications and in some cases limited access to networking components like firewall and 
load balancer. However, the consumer has no access to underlying cloud infrastructure. 
Amazon EC2 is one example of IaaS. (IRMA, 2014) 
     There is soaring interests for other cloud based services in IT industry. These services 
are some variations and add-ons to SaaS, PaaS and IaaS. The other common place 
examples are: 
 
Communication as a Service (CaaS) 
 
     This is a model of providing communication technologies as cloud based solution to 
the consumer. The provider manages the hardware and software for communication 
services like Voice over IP (VoIP), video conferencing and Instant Messaging (IM). The 
provider is also responsible for maintaining a minimum Quality of Service (QoS) under 
a service level agreement (SLA). Similar to other services consumers are billed according 
to their usage. Analyst Firm Gartner defined CaaS as IP telephony located within a third-
party data center and also managed and owned by a third party. This service can be 
provided to multiple customers in a multi-tenancy model. According to this article, CaaS 
market is projected to total $2.3 billion in 2011 which means a compound annual growth 
rate (CAGR) at more than 105% for the period. (IRMA, 2014) 
 
 
Figure 6: Infrastructure as a service. Adopted from (IRMA, 2014) 
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Storage as a service (STaaS) 
 
     This is a delivery model by which any storage resources can be accessible to an 
application for use by a consumer. The application does now have any knowledge of the 
actual location of storage. It is also indiscernible to the user. An application uses the 
storage as if it were a local storage. High speed internet connection and cutting edge 
networking equipments and interfaces have made the obstacles to access a long distance 
storage slither away. Local jurisdiction, rules and regulation may impose a restriction on 
storing sensitive and classified information outside a geographical area. However it is 
possible to offer customers Storage as a Service which will meet a customer's requirement 
to keep data in a particular geographical area. (IRMA, 2014) 
 
Security and Data Protection as a Service (SDPaaS) 
 
     This is the delivery model by which a set of tools delivered via internet to the customer 
by the provider for security management. SDPaaS may include, but are not limited to, the 
following: 
 
 Anti-virus, anti-spyware and anti-spam tools offered over internet and ongoing 
support and maintenance provided by the provider. The consumers will not be 
responsible for updating and downloading security patch, virus definition like 
they do for software installed on their PC or laptops. 
 Identity management software 
 Administrative tasks performed by a outsourced company, e.g. monitoring servers 
logs 
 Services for email filtering, web content filtering and vulnerability management 
 Offering a web console to the consumer to gain an overview of security of the 
environments and other security related activities. 
 
Providers in this regime are Ping Identity, McAfee, Kapersky Labs, Panda Software, 
Symantec, Trend Micro, Cisco and VeriSign. Big Blue offers IBM Vulnerability 
Management Service in this space. (IRMA, 2014) 
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Information as a Service (INFaaS) 
 
     This means offering useful information to the customer over internet by means of a 
web service or an agreed API. Examples of Information as a Service include weather 
information, stock exchange information, online credit check etc. Providers in this space 
offer the information to the customer on subscription basis or free of charge. As providers 
are using cloud based solution, their service dynamically scale up or down according to 
demand. (IRMA, 2014) 
 
Database as a Service (DaaS) 
 
     This is a delivery model by which any database independent of geographical location 
can be accessible to an application for use by a consumer. The customer gets the illusion 
of a local database. DaaS is highly flexible, scalable and offers high availability. There is 
not yet an open standard in this space in the market. Different providers offer different 
flavors of their databases and different access mechanism, e.g. API, web services etc. 
Some DaaS products are Amazon SimpleDB, Microsoft's SSDS etc. (IRMA, 2014) 
 
Process as a Service (PRaaS) 
 
     This is a delivery model by which some business functions are exposed as services to 
the customer. This is an interesting area as customers are often interested in certain 
processes and also integration of different independent processes together similar to 
Service Oriented Architecture (SOA). PRaaS is hosted on cloud to provide high 
scalability. We have been seen the trend of Business Process Outsourcing (BPO) for last 
few decades. IT companies often send the backend tasks to some providers to save money. 
PRaaS has combined this BPO and cloud computing together to achieve this goal. 
      With PRaaS customers can accelerate their move towards BPO for specialized 
process oriented tasks and focus more on their front office tasks. Customers will have 
better agility in solving business problems with readily available process as a service. On 
the other hand, a company with specialized skill in developing complex business process 
can be a PRaaS provider by offering their solution to the consumers and be financially 
very profitable. The provider can leverage the large economies of scale of its cloud 
computing solution. Appian is an example of PRaaS provider. (IRMA, 2014) 
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Integration as a Service (INaaS) 
 
     This service offers an integration framework over the internet to enable integration of 
systems and enterprise applications. In essence this is similar to Enterprise Application 
Integration (EAI) but delivered as a service. Integration as a Service can provide support 
for routing, mediation, transformation, business event handling and other required 
integration services directly from the cloud. Amazon SQS is an example of Integration as 
a Service product. (IRMA, 2014) 
 
Mobility as a Service (MaaS) 
 
     This is a nascent but very promising technology and service being offered through 
cloud. This service provides ubiquitous access and connectivity to enterprise data and 
applications from any device and any place. MaaS simplifies all aspects deploying, 
managing, supporting, connecting and protecting data and thus helps mobile workers 
within the enterprise. (IRMA, 2014) Below Figure 7 is showing simplified explanations 
for the three main layers of cloud computing that will help ti visualize the differences. 
 
 
Figure 7: The differences of three main layers of cloud computing. Adopted from (BURGESS-
CURRAN, 2011) 
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1.5. Amazon Web Services (AWS) 
 
     In 2006, Amazon Web Services (AWS) began offering IT infrastructure services to 
businesses in the form of web services -- now commonly known as cloud computing. One 
of the key benefits of cloud computing is the opportunity to replace up-front capital 
infrastructure expenses with low variable costs that scale with your business. With the 
Cloud, businesses no longer need to plan for and procure servers and other IT 
infrastructure weeks or months in advance. Instead, they can instantly spin up hundreds 
or thousands of servers in minutes and deliver results faster. 
     Today, Amazon Web Services provides a highly reliable, scalable, low-cost 
infrastructure platform in the cloud that powers hundreds of thousands of businesses in 
190 countries around the world. With data center locations in the U.S., Europe, Brazil, 
Singapore, Japan, and Australia, customers across all industries are taking advantage of 
the following benefits (AMAZON, 2016): 
 
 
Low Cost 
     AWS offers low, pay-as-you-go pricing with no up-front expenses or long-term 
commitments. We are able to build and manage a global infrastructure at scale, and pass 
the cost saving benefits onto you in the form of lower prices. With the efficiencies of our 
scale and expertise, we have been able to lower our prices on 15 different occasions over 
the past four years.  (AMAZON, 2016) 
 
Agility and Instant Elasticity 
     AWS provides a massive global cloud infrastructure that allows you to quickly 
innovate, experiment and iterate. Instead of waiting weeks or months for hardware, you 
can instantly deploy new applications, instantly scale up as your workload grows, and 
instantly scale down based on demand. Whether you need one virtual server or thousands, 
whether you need them for a few hours or 24/7, you still only pay for what you use. 
(AMAZON, 2016) 
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Open and Flexible 
     AWS is a language and operating system agnostic platform. You choose the 
development platform or programming model that makes the most sense for your 
business. You can choose which services you use, one or several, and choose how you 
use them. This flexibility allows you to focus on innovation, not infrastructure. 
(AMAZON, 2016) 
 
Secure 
     AWS is a secure, durable technology platform with industry-recognized certifications 
and audits: PCI DSS Level 1, ISO 27001, FISMA Moderate, FedRAMP, HIPAA, and 
SOC 1 (formerly referred to as SAS 70 and/or SSAE 16) and SOC 2 audit reports. Our 
services and data centers have multiple layers of operational and physical security to 
ensure the integrity and safety of your data.  (AMAZON, 2016) 
 
Solutions: 
     The AWS cloud computing platform provides the flexibility to launch your application 
regardless of your use case or industry. (AMAZON, 2016) 
 
Table 1: AWS solutions offer. Adopted from (AMAZON, 2016). 
SOLUTION DETAILS 
Application Hosting Use reliable, on-demand infrastructure to power your applications, 
from hosted internal applications to SaaS offerings. 
Websites Satisfy your dynamic web hosting needs with AWS’s scalable 
infrastructure platform. 
Backup and Storage Satisfy your dynamic web hosting needs with AWS’s scalable 
infrastructure platform. 
Enterprise IT Host internal- or external-facing IT applications in AWS's secure 
environment. 
Content Delivery Quickly and easily distribute content to end users worldwide, with 
low costs and high data transfer speeds. 
Databases Take advantage of a variety of scalable database solutions, from 
hosted enterprise database software or non-relational database 
solutions. 
 
     Currently (2016) there are many alternatives to AWS, but this platform was chosen 
in practical part of this thesis to demonstrate how we can easily manage hosting for our 
system and applications. Then example on how AWS charges its services can be found 
in Appendix 1 in the end of the thesis. 
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1.6. Docker 
 
     Docker is an open standards platform for developing, packaging and running portable 
distributed applications. Using Docker, developers and sysadmins may build, ship and 
run applications on any platform such as a PC, the cloud, data center or a virtual machine. 
Getting all the required dependencies for a software application including the code, the 
runtime libraries, and the system tools and libraries is often a challenge when developing 
and running an application. Docker simplifies the application development and execution 
by packaging all the required software for an application including the dependencies into 
a single software unit called a Docker image that may be run on any platform and 
environment. 
     What makes Docker images unique and different from virtual appliances, which are 
also software images (virtual machine images), is that while each virtual machine image 
runs on a separate guest OS, the Docker images run within the same OS kernel. Docker 
software runs in an isolated environment called a Docker container that includes its own 
filesystem and environment variables. Docker containers are isolated from each other and 
from the underlying OS. 
     A Docker container for a software application includes all that is required to run the 
software, and files may be copied from the host OS to a Docker container if required. As 
an application could require other software to develop a linked application, Docker 
containers may be linked, which makes the environment variables and software from 
another Docker container available to a Docker container. 
     Docker makes use of a Dockerfile to build an image. A Dockerfile consists of all the 
instructions such as what software to download, which commands to run, which network 
ports to expose, which files and directories to add to the filesystem, and which 
environment variables to set. A Docker image may be made an executable by providing 
an entrypoint. A Docker image may be built by providing a Dockerfile, or pre-built 
Docker images may be downloaded from the Docker Hub (https://hub.docker.com/). The 
complete instruction set supported by Dockerfile can be found at 
http://docs.docker.com/engine/reference/builder/. (VOHRA, 2016) 
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How does Docker work? 
 
     Docker  was designed using Linux containers (LXC). LXC is an operating system-
level virtualization tool for running multiple isolated server installs (containers) on a 
single control host. The main difference between KVM virtualization and Linux 
Containers is that virtual machines require a separate kernel instance to run on, while 
containers can share the host operating system kernel. (POOJARY, 2014) 
 
 
Figure 8: Docker is a shipping container system for code. Adopted from (POOJARY, 2014). 
 
 
Docker Architecture Components 
 File system A container can only access to its own sandbox file system. 
 Users namespace A container has its own user databases, which means a 
container’s root is not the same as the host’s root account. 
 Process namespace Processes within a container cannot access or see processes 
in the host machine or other containers. 
 Network namespace A container gets its own virtual network device and IP 
address. 
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Common use cases of Docker 
 Automating the packaging and deployment of applications. 
 Creation of lightweight, private PAAS environments. 
 Automated testing and continuous integration/deployment. 
 Deploying and scaling web apps, databases and backend services. 
 Sharing your containers through the Docker index. 
(POOJARY, 2014) 
 
Figure 9: Docker Community, Platform, Content, Support. Adopted from (GOLUB, 2014). 
 
     Docker’s 600 open source contributors can be proud that the Docker platform’s 
imprint has been so profound, so quickly.  Before Docker, containers were viewed as an 
infrastructure-centric technology that was difficult to implement and remained largely in 
the purview of web-scale companies.  Today, the Docker community has built that low-
level technology into the basis of a whole new way to build, ship, and run applications. 
(GOLUB, 2014). 
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2.  PROBLEM ANALYSIS AND CURRENT SITUATION 
 
2.1. Company profile 
 
     XYZ s.r.o. is one of the biggest centers based in Brno (Czech Republic). Its core 
activities focus on providing strategic outsourcing services that include remote server and 
application support, networking services and customer support. Founded in 2016, XYZ 
’s mission is to help business executives get the most out of their technology investment. 
XYZ’s customers are in various geographies and verticals, but have one thing in common 
– they understand the value of IT and the impact great technology makes on their business 
operations. 
     The company employs a team of certified engineers and technical consultants with 
focused competencies in emerging and complex technologies. Its engineers are 
consistently trained to stay proficient in the latest technologies and hold numerous 
certifications from industry leaders such as Amazon Web Services, IBM, HP, Cisco, 
Microsoft, Citrix, VMWare, and many others. With extensive qualifications and best 
practices knowledge, its consultants can effectively deliver the best of breed solutions its 
customers‘ business. 
 
Table 2: XYZ s.r.o. basic information. Constructed by author. 
COMPANY NAME XYZ s.r.o. 
COMPANY ID 12345678 
COMPANY TYPE Private limited company 
REGISTERED OFFICE ADDRESS Brno, Kolejní 4, Zip Code 612 00 
INCORPORATED ON 1 January 2016 
NO. OF EMPLOYEES 800 - 1000 
REGISTERED CAPITAL 1 million EUR 
MAIN ACTIVITY Information technology service activities 
CLASSIFICATION OF 
ECONOMIC ACTIVITIES 
Data processing, hosting and related  
activities 
Business and domestic software development 
Information technology consultancy activities 
Computer facilities management activities 
Web portals 
News agency activities 
Wired telecommunications activities 
Wireless telecommunications activities 
Other information service activities n.e.c. 
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2.2. Support services structure 
 
     The teams working within the company are following the business model of work 
based on customer geographical location. Every customer is the part of one geographical 
business unit. Since XYZ company delivers support services that are platform specific 
and the customer owns such platform, a dedicated team needs to be assigned to it. It can 
be the operation system, the middleware, the network, the databases etc. For every 
customer this support must be ensured no matter what technology it is. 
     For the instance, we have a customer (Client A) that is experiencing problems with the 
core banking application that is running on the top of WebSphere Application Server. The 
customer is French-based company having its own datacenters, and the systems are XYZ 
company managed as per contract. The Figure 10 shows how the teams are organized to 
address problem. 
France
Germany
United Kingdom
Italy
Large customers
Middleware
Wintel
Unix
Databases
Network
Client A - bank
Client B - mall
Client C - logistics
Client D - hospital
Client X - various
 
Figure 10: Support services structure. Contructed by author. 
 
     In case the problem is not resolved by middleware team and it is identified the root 
cause is for example database (which is not accepting remote connections), it is handed 
over to the database team straightaway. Once the problem is resolved in this team, the 
incident is closed. There is no business connection between e.g. French and German 
teams. These divisions both have their own middleware and database teams so they do 
not investigate each other issues. Both own and manage their knowledge base for their 
dedicated customers, even they are supporting the same technology. 
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2.3. SWOT Analysis 
 
     A SWOT analysis is a tool that identifies the strengths, weaknesses, opportunities and 
threats of an organization. Specifically, SWOT is a basic, straightforward model that 
assesses what an organization can and cannot do as well as its potential opportunities and 
threats. The method of SWOT analysis is to take the information from an environmental 
analysis and separate it into internal (strengths and weaknesses) and external issues 
(opportunities and threats). Once this is completed, SWOT analysis determines what may 
assist the firm in accomplishing its objectives, and what obstacles must be overcome or 
minimized to achieve desired results. (INVESTOPEDIA, 2016) 
 
SWOT Matrix: 
 
     A SWOT matrix n Figure 11 shows the main the strengths, weaknesses, opportunities 
and threads differentiated by colors. One of weaknesses will be the topic of solution 
proposal in section “Proposals and contribution of suggested solutions”. 
 
     The SWOT analysis results show that the most important strengths are the high 
number of certified professionals in the field, loyal employees and the strong regional 
reputation which company has built in very short time period. The best weaknesses to 
eliminate are high costs on employees’ education, then the core services outsourcing and 
future projects missing employees. 
     The best opportunities to use are new offices establishments, the opportunity to 
cooperate with universities (there are many in near office location) which is closely 
connected with huge hiring opportunities. It is expected that many future under-graduates 
and post-graduates will take working positions in the company. 
     As for the biggest threads, these were identified: the loss of experienced professionals, 
a new competitor in home market as well as the competitor’s new innovative product or 
service (which may cause additional costs on new technology development). All of these 
might have tremendous impact on company business and revenue loss. Once the risks 
have been identified, the company management should now use the best practices and 
efforts for its mitigation. 
 
 
  
 
Figure 11: SWOT matrix. Constructed by author. 
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2.4. Educating employees 
 
     As mentioned in SWOT analysis in previous section, it is required that employees 
need to receive proper education which fits their job roles with lower costs that are 
considered as weakness to current status. XYZ company has founded out that internal 
skill transfer and e-learning was just not enough to reach expected education quality. The 
company demands courses that are highly interactive with all necessary equipment and 
with an experienced mentor. 
 
2.5. Costs on employee education 
 
     Currently, there are many courses available so far that allows company to choose 
which course matches its employees’ career path. As an example, it is required to upskill 
whole middleware team for IBM WebSphere Application Server 8.5.5. The responsible 
person has search among the education centers and has founded the one that fits their 
needs. This is the offer of GOPAS educational center:  
 
Course name: WebSphere Application Server V8.5.5 Administration (WA855CZ) 
 
Course short description: 
 
     This 5-day instructor-led course teaches you the skills that are needed to install and 
administer IBM WebSphere Application Server V8.5.5. This release offers users 
enhanced support for standards, emerging technology, and a choice of development 
frameworks. In this course, you learn how to install, configure, and maintain IBM 
WebSphere Application Server V8.5.5 base, Network Deployment (ND), and the Liberty 
profile. You learn how to deploy enterprise Java applications in a single computer or 
clustered configuration. In addition, you learn how to work with features of WebSphere 
Application Server V8.5.5, such as IBM Installation Manager, WebSphere Customization 
Toolbox, security enhancements, Intelligent Management, and centralized installation. 
(GOPAS, 2016) 
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What you will learn: 
 Relate WebSphere Application Server to the WebSphere family of products  
 Describe the features and standards in WebSphere Application Server V8.5.5  
 Describe the architectural concepts that are related to WebSphere Application 
Server  
 Install and configure WebSphere Application Server V8.5.5  
 Install and configure IBM HTTP Server (IHS)  
 Assemble and install server-side Java enterprise applications  
 Use WebSphere administrative tools to configure and manage enterprise 
applications  
 Use wsadmin scripting  
 Configure WebSphere Application Server security  
 Deploy applications in clustered environments  
 View performance information about server and application components  
 Use problem determination tools and log files to troubleshoot problems  
 Configure messaging with the service integration bus  
 Describe Intelligent Management features  
 Describe WebSphere Batch features  
 Describe the Liberty profile  
 Install and configure the Liberty profile (GOPAS, 2016) 
You should have: 
 
 An understanding of basic internet concepts 
 Experience in using a web browser 
 Administrative skills for a web server, such as IBM HTTP Server or Apache 
 Basic operational skills for the Linux operating system.  
 
Schedule: 5 days (9:00 AM - 5:00 PM ) 
Course price: 2.155 € (2.607 € incl. 21% VAT) 
Language: English  (GOPAS, 2016) 
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     This would be suitable for XYZ company in case the educational budget was high 
enough. Currently there is one Middleware sub-team that requires this course to pass, and 
when counting that all six members enroll to it, we get into price 12.930 € (course price 
multiplied by 6 exc. 21% VAT). This is not feasible because of 2 reasons: 
 
 Educational budget limit: There is only 3000 € budget limit per quarter and all 
that would be consumed by sending one employee to such course. 
 
 Business as ususal activities coverage: It is not possible to send all six 
middleware engineers to the course because no middleware support will be 
available in case of absence. However there are another middleware sub-teams, 
they manage different customers portfolio in different geographical location. They 
do have technical skills and an experiece, but they don’t know the customer 
environments (architecture) and processes, which usually is very individual. 
 
2.6. New educational model requirement 
 
     XYZ company management has realized the need of decreasing TCO (Total Cost of 
Ownership) on employees’ education. This could be solved by implementing new 
educational model that effectively uses all internal assets the resources and the knowledge 
of virtualization technology and tools. The part of next section is to practically 
demonstrate the usage of these tools and technology and to introduce/propose the 
educational model.  
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3. PROPOSALS AND CONTRIBUTION OF SUGGESTED 
SOLUTIONS 
 
     In this proposal we will try to demonstrate how to prepare the educational environment 
for the company as well as the educational model that might be used. There will be Docker 
containers technology used in connection with IBM WebSphere Application Server for 
x64 Linux-based systems as the example for the platform implementation. We split this 
proposal into 4 phases: 
 
1. Problem definition. 
2. Preparing the environment. 
3. New educational model proposal 
4. Economic aspects of proposed solution 
 
     The problem definition might be the answer for question “How the new environment 
will look like and how it affects the actual costs on education?” In this phase, it is 
necessary to stress it is realistic and easy to use. As the open source technology is free of 
charge (Docker, Linux) and is available, so it fits our purposes. Even IBM WebSphere 
Developer edition is available for download and so it will be used. 
     The second phase is explaining how to prepare such environment. It starts with 
creating with an Amazon EC2 Instance where Red Hat Enterprise Linux system will be 
running. On the top of that we will install IBM WebSphere Application Server, so it is 
ready to use. 
     The third phase is to propose new educational model for the company employees’ 
upskilling. We adopt the environment created in the 2nd phase to this educational model 
containing its pros and cons. It can help company leaders and executives to understand, 
how to save costs on education and improve the effectiveness by using this technology 
and indeed – how to re-organize educational system within the company. 
     The last phase contains the economic aspects of proposed educational model and the 
funds it may save. It describes the usage in the company by an example and possible 
variations by changing variables in simple formula that was created for this model. 
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3.1. Problem definition 
 
     The company XYZ s.r.o. detected there is too much costs spent on education of its 
employees. The current educational model confirms it is not effective because of three 
major problems. The first problem is that 1 course is too expensive for the whole team 
upskilling. When sending additional employee to such course, the costs multiply. And 
that’s the situation the company cannot afford. 
     The second problem is that skill transfer is not very effective. The course, however it 
is well prepared and includes all that is supposed to have (the introduction, the 
architecture, the configuration, etc.) driven by lector is usually very general. The company 
already has running business on the top of such software/platform, but it is customized 
and configured. The aim is that employees do understand such customized architecture. 
This only can be solved by internal skill transfer among the employees. 
     The third problem is resources and availability of such systems. The company owns 
the hardware, but it is limited. Even it can provide virtual environments for testing 
purposes, there might be problems with licensing or authorization, as well as admin’s 
time spent on preparing such environments individually as needed (e.g. the deployment, 
the integration, and the implementation). 
 
     These are the reasons why company XYZ s.r.o has decided to change the current 
model to save both time and operational costs by using Cloud / Docker / Linux technology 
in connection with proprietary software they already have.  The goal is to deliver newly 
functional and an effective educational model based on these technology. 
 
3.2. Preparing the environment 
 
     The first step is to prepare the environment that fills our requirements. We have chosen 
Amazon Web Services (AWS) which provides various services and Amazon Elastic 
Compute Cloud (Amazon EC2) is one of the services. Amazon EC2 may be used to create 
a virtual host server. Amazon EC2 provides a wide selection of instance AMIs (Amazon 
Machine Images) to choose from when creating a virtual server. The next step will be to 
adopt IBM WebSphere Application Server on the top of this platform. 
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3.2.1. Creating an Amazon EC2 Instance 
 
     We have used Amazon EC2 instances based on Linux for deploying Docker and 
Docker images. Amazon EC2 is not a requirement and an alternative such as a local Linux 
installation may be used instead. The Linux platform is required to support 64 bit 
software. We have made use following AMI: 
 
 Red Hat Enterprise Linux 7.2 (HVM), SSD Volume Type - ami-775e4f16  
 
The procedure is as it follows: 
1. Create Amazon EC2 Instance, an Amazon Web Services Account on following 
web page: https://aws.amazon.com/getting-started/?nc2=h_l2_cc. 
2. When registered, navigate to https://aws.amazon.com/ec2 and click on Sign In to 
the Console. 
3. Select EC2 from the listed Amazon Web Services. Click on INSTANCES. 
4. Click on Launch Instance to create a new Amazon EC2. 
5. Select an AMI to create a virtual server from. Some of the AMIs are eligible for 
the Free tier, so select Red Hat Enterprise Linux 7.1 (Figure 12). 
 
 
Figure 12: AWS: Selecting RHEL AMI . Constructed by author. 
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6. In Choose an Instance Type and select one of the Instance Types, for example the 
General Purpose t2.micro and click on Review and Launch (Figure 13).  
 
 
Figure 13: AWS: Selecting Instance Type. Constructed by author. 
 
7. Then click on Launch in Review Instance Launch step (Figure 14). 
 
 
Figure 14: AWS: Review Instance Launch. Constructed by author. 
 
8. A dialog gets displayed to create or select an existing key pair. A key pair is 
required for authorization. To create a new key pair, select the "Create a new key 
pair" option (Figure 15). 
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Figure 15: AWS: Selecting a nwe key pair. Constructed by author. 
 
9. Specify a Key pair name (e.g. Docker-IBMWAS8) and click on Download Key 
Pair. The Key pair gets created and downloaded. The key pair selected for an 
Amazon EC2 instance when creating the instance is required when connecting to 
the instance. 
10. The Launch Status gets displayed. Click on the View Instances to display the 
instances list (Figure 16). 
 
 
Figure 16: AWS: Launch status. Constructed by author. 
 
11. Now you may see your instance running (Figure 17). The instance type is 
currently t2.micro and it might be changed. 
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Figure 17: AWS: Instance running. Constructed by author. 
 
12. To change the instance type in order to get more resources e.g. 2 VCPUs, navigate 
to Actions  Instance Settings  Change Instance Type. Then select for example 
m3.large. Note the instance needs to be stopped before doing this operation. 
 
 
Figure 18: AWS: Change Instance Type. Constructed by author. 
 
13. The next step is to connect to the instance. It is required to use the key generated 
in previous steps. When selecting the Connect button, the portal will provide the 
information on how to connect. 
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Figure 19: AWS: Connect to instance information. Constructed by author. 
 
14. The last necessary step is to test the connection to newly created RHEL instance. 
After successfully logged in using ssh via terminal, we may issue a few commands 
below that will tell us some basic information (system information, RHEL release, 
hardware + dedicated memory information and disk space usage). 
 
[barto@centos6 Downloads]$ ssh -i "Docker-IBMWAS8.pem" ec2-user@ec2-52-39-5-214.us-
west-2.compute.amazonaws.com 
Last login: Sun May  8 12:11:41 2016 from my_private.net.upcbroadband.cz 
 
[ec2-user@ip-172-31-45-161 ~]$ uname -a 
Linux ip-172-31-45-161.us-west-2.compute.internal 3.10.0-327.el7.x86_64 #1 SMP Thu Oct 
29 17:29:29 EDT 2015 x86_64 x86_64 x86_64 GNU/Linux 
 
[ec2-user@ip-172-31-45-161 ~]$ cat /etc/redhat-release  
Red Hat Enterprise Linux Server release 7.2 (Maipo) 
 
[ec2-user@ip-172-31-45-161 ec2-user]# hwinfo --short 
cpu:                                                             
                       Intel(R) Xeon(R) CPU E5-2670 v2 @ 2.50GHz, 2500 MHz 
                       Intel(R) Xeon(R) CPU E5-2670 v2 @ 2.50GHz, 2500 MHz 
keyboard: 
  /dev/input/event2    AT Translated Set 2 keyboard 
mouse: 
  /dev/input/mice      ImExPS/2 Generic Explorer Mouse 
graphics card: 
                       Cirrus Logic GD 5446 
storage: 
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                       Floppy disk controller 
                       Intel 82371SB PIIX3 IDE [Natoma/Triton II] 
                       Xen Virtual Storage 0 
network: 
  eth0                 Xen Virtual Ethernet Card 0 
network interface: 
  lo                   Loopback network interface 
  eth0                 Ethernet network interface 
disk: 
  /dev/xvda            Disk 
partition: 
  /dev/xvda1           Partition 
  /dev/xvda2           Partition 
bios: 
                       BIOS 
bridge: 
                       Qumranet Qemu virtual machine 
                       Qumranet Qemu virtual machine 
                       Qumranet Qemu virtual machine 
memory: 
                       Main Memory 
unknown: 
                       FPU 
                       DMA controller 
                       PIC 
                       Timer 
                       Keyboard controller 
                       XenSource Xen Platform Device 
  /dev/ttyS0           16550A 
 
[ec2-user@ip-172-31-45-161 ec2-user]# cat /proc/meminfo | head -n 3 
MemTotal:        7231676 kB 
MemFree:         6805208 kB 
MemAvailable:    6871716 kB 
 
[ec2-user@ip-172-31-45-161 ec2-user]# df –m 
Filesystem     1M-blocks  Used Available Use% Mounted on 
/dev/xvda2         10228  1068      9161  11% / 
devtmpfs            3642     0      3642   0% /dev 
tmpfs               3532     0      3532   0% /dev/shm 
tmpfs               3532    17      3515   1% /run 
tmpfs               3532     0      3532   0% /sys/fs/cgroup 
tmpfs                707     0       707   0% /run/user/0 
tmpfs                707     0       707   0% /run/user/1000 
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3.2.2. Installing Docker 
 
      When having RHEL instance up and running, the next is to install Docker engine. The 
fastest way is to do it is to use Docker installation script, to setup and start Docker service 
and check the status. We usually perform below commands with root user privileges: 
 
1. In RHEL issue command: curl -sSL https://get.docker.com/ | sh 
2. Edit /usr/lib/systemd/system/docker.service and check if TimeoutStartSec 
parameters equals 0 under [Service] header. 
3. Flush the changes to load the new configuration using command: 
systemctl daemon-reload 
4. Start the docker service: 
service docker start 
5. Check if docker service is running successfully: 
service docker status 
 
The example output should look like as per steps above: 
 
[root@ip-172-31-45-161 ec2-user]# curl -sSL https://get.docker.com/ | sh 
+ sh -c 'sleep 3; yum -y -q install docker-engine' 
warning: /var/cache/yum/x86_64/7Server/docker-main-repo/packages/docker-engine-
selinux-1.11.1-1.el7.centos.noarch.rpm: Header V4 RSA/SHA512 Signature, key ID 
2c52609d: NOKEY 
Public key for docker-engine-selinux-1.11.1-1.el7.centos.noarch.rpm is not installed 
Importing GPG key 0x2C52609D: 
 Userid     : "Docker Release Tool (releasedocker) <docker@docker.com>" 
 Fingerprint: 5811 8e89 f3a9 1289 7c07 0adb f762 2157 2c52 609d 
 From       : https://yum.dockerproject.org/gpg 
restorecon:  lstat(/var/lib/docker) failed:  No such file or directory 
warning: %post(docker-engine-selinux-1.11.1-1.el7.centos.noarch) scriptlet failed, 
exit status 255 
Non-fatal POSTIN scriptlet failure in rpm package docker-engine-selinux-1.11.1-
1.el7.centos.noarch 
 
If you would like to use Docker as a non-root user, you should now consider 
adding your user to the "docker" group with something like: 
 
  sudo usermod -aG docker your-user 
 
Remember that you will have to log out and back in for this to take effect! 
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[root@ip-172-31-45-161 ~]# cat /usr/lib/systemd/system/docker.service 
[Unit] 
Description=Docker Application Container Engine 
Documentation=https://docs.docker.com 
After=network.target docker.socket 
Requires=docker.socket 
 
[Service] 
Type=notify 
# the default is not to use systemd for cgroups because the delegate issues still 
# exists and systemd currently does not support the cgroup feature set required 
# for containers run by docker 
ExecStart=/usr/bin/docker daemon -H fd:// 
MountFlags=slave 
LimitNOFILE=1048576 
LimitNPROC=1048576 
LimitCORE=infinity 
TimeoutStartSec=0 
# set delegate yes so that systemd does not reset the cgroups of docker containers 
Delegate=yes 
 
[Install] 
WantedBy=multi-user.target 
 
[root@ip-172-31-45-161 ~]# sudo systemctl daemon-reload 
[root@ip-172-31-45-161 ~]# service docker start 
Redirecting to /bin/systemctl start  docker.service 
 
[root@ip-172-31-45-161 ~]# service docker status 
Redirecting to /bin/systemctl status  docker.service 
● docker.service - Docker Application Container Engine 
   Loaded: loaded (/usr/lib/systemd/system/docker.service; disabled; vendor preset: 
disabled) 
   Active: active (running) since Sun 2016-05-08 14:32:18 EDT; 10s ago 
     Docs: https://docs.docker.com 
 Main PID: 27918 (docker) 
   Memory: 13.0M 
   CGroup: /system.slice/docker.service 
           ├─27918 /usr/bin/docker daemon -H fd:// 
           └─27923 docker-containerd -l /var/run/docker/libcontainerd/docker-
containerd.sock --runtime docker-runc 
 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.241179872-04:00" level=warning msg="Running modprobe bridge 
br_netfilter failed with message: modprobe:... 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.261544909-04:00" level=info msg="Firewalld running: false" 
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May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.330594030-04:00" level=info msg="Default bridge (docker0) is assigned 
with an IP address 172...IP address" 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.413524971-04:00" level=warning msg="mountpoint for pids not found" 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.413814166-04:00" level=info msg="Loading containers: start." 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.413875819-04:00" level=info msg="Loading containers: done." 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.413889474-04:00" level=info msg="Daemon has completed initialization" 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.413902245-04:00" level=info msg="Docker daemon" commit=5604cbe 
graphdriver=devicemapper version=1.11.1 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal docker[27918]: time="2016-
05-08T14:32:18.422907506-04:00" level=info msg="API listen on /var/run/docker.sock" 
May 08 14:32:18 ip-172-31-45-161.us-west-2.compute.internal systemd[1]: Started Docker 
Application Container Engine. 
Hint: Some lines were ellipsized, use -l to show in full. 
 
     Now the Docker engine is up and running. Now it is possible to download variety of 
existing images from Docker Hub Repository, or to create our own. It is needed to stress 
this is emulated AWS Linux x86_64 environment, and so the images have to be 
created/downloaded for this platform and architecture. In this thesis, there will be the 
example on how to create IBM WebSphere Application Server Developer Edition for 
Linux x86_64 into a Docker container based on Centos Linux image. 
     However WebSphere is proprietary software from IBM and so it is not free of charge, 
it is possible to download Developer Edition directly from IBM DeveloperWorks 
webpage. It is enough for these purposes – this is to demonstrate how fast and effective 
is to build the container running on Linux platform. In case the company requires to create 
such environment for testing or education, the only investment is to prepare the 
configuration using Dockerfile. It is plaintext file that consists of separate commands (one 
per line, or set of commands per line) that are interpreted and executed inside the 
container. 
     That’s how the new environment within the container is created and of course can be 
easily cloned. Any application that is running inside the container and is listening on 
specific port, this port(s) can be exposed outside this container, so the application is 
accessible from outside of the container. We will demonstrate this in next section. 
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3.2.3. Creating IBM WebSphere AS container 
 
     When creating IBM WebSphere AS container, it is required to have some experience 
with this IBM proprietary software (the installation / administration / configuration). It is 
assumed AWS cloud RHEL environment created in previous section will be used for the 
following operations. The installation of such container must be therefore divided into a 
few parts: 
 
A. Download of IBM Installation manager, setting up Dockerfile and creating 
container (prerequisite to next step). 
B. Download of IBM WebSphere AS, setting up Dockerfile and creating container. 
C. Startup of the container with exposing the port to public network from AWS 
cloud to get access to IBM WebSphere AS. 
D. Checking the application server administration (http) interface. 
 
 
PART A: 
 
     We need to build Docker image and install the IBM Installation Manager (I.M) in 
silent mode in a Linux Centos image without X server (graphical) support. In a real 
scenario we may want to use to use an officially supported O.S. An image with IBM 
Installation Manager can be used as a base image to install many other IBM products like, 
WebSphere Application Server, WebSphere Portal, WebSphere BPM and many others. 
(MAIA,2014a) 
 
1. IBM Installation manager can be downloaded directly from IBM Fix Central 
available after free registration at: http://www-933.ibm.com/support/fixcentral 
 
In this test we use: IBM Installation Manager 1.8.0 Install Kit for Linux x86_64 
File name: agent.installer.linux.gtk.x86_64_1.8.0.20140902_1503.zip 
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2. Prepare the Dockerfile as it follows: 
FROM centos:centos6  
MAINTAINER Marcos Maia  
 
# make sure centos is up to date and install unzip support to 
decompress I.M file later  
RUN yum update && yum install -y unzip  
 
# create user and group to use with websphere and Installation 
Manager  
RUN groupadd -r wasadmin && useradd -r -g wasadmin wasadmin  
 
# copy I.M to image  
COPY $installer.zip tmp/$installer.zip  
 
# unzip I.M install it and delete all files. The installation log is 
written to /opt/im_install.log  
RUN cd tmp && unzip $installer.zip && ./installc -log 
/opt/im_install.log -acceptLicense && rm -rf *  
 
# change the user owner for IBM folder and subfolders to be 
wasadmin:wasadmin .  
# I use this for WebSphere based products.  
RUN cd /opt && chown -R wasadmin:wasadmin IBM 
(MAIA, 2014a) 
 
This Docker file tells what will be run when building the container. So it firstly 
downloads Centos6 image, then will update the packages inside, adds new 
WebSphere group and user. It then copies install package inside the container, 
extracts, runs and sets the appropriate rights upon IBM directory. 
 
3. The path /mnt/ssd30/dockerWorkspaces/InstallationManager1.8IBMDocker now 
contains 2 files mentioned above, so we issue docker command to build IBM 
Installation manager container: docker build -t="mmaia/im_ibm:v1" . 
Previous command will take some time to finish, so after we check the image and 
see if container is up and running: docker images 
REPOSITORY     TAG       IMAGE ID            CREATED             SIZE 
mmaia/im_ibm   v1        41d262de3662        8 seconds ago       971.9 MB 
centos       centos6     fc73b108c5ae        5 weeks ago         228.9 MB 
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PART B: 
 
     In this part we install IBM WebSphere Application Server Developer edition inside a 
container using previously created image (the IBM IM). The steps are similar, and new 
Docker file is needed to be created and new container is to be built. 
 
1. IBM WAS can be downloaded again directly from IBM Fix Central available at: 
http://www-933.ibm.com/support/fixcentral 
 
In this test we use: 
IBM WebSphere Application Server for Developers, Full Profile (Parts 1, 2, 3) 
File #1 name: was.repo.8550.developers.ilan_part1.zip 
File #2 name: was.repo.8550.developers.ilan_part2.zip 
File #3 name: was.repo.8550.developers.ilan_part3.zip 
 
We then rename these files to was_part1.zip, was_part2.zip, was_part3.zip so 
it fits our purposes (matches Dockerfile commands). Then few more files will be 
required to be present in same directory: 
 
install_response_file.xml 
startWAS.sh 
Dockerfile 
 
The install_response_file.xml is used to silent install WebSphere for developers 
using Installation Manager. The startWAS.sh is used to automatically start WAS 
any time the docker container is started issuing a /bin/bash command. (MAIA, 
2014b). These files can be downloaded from github repository:  
https://github.com/mmaia/websphere-dev-ibm 
 
Then Docker file content is following: 
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FROM mmaia/im_ibm:v1 
MAINTAINER Marcos Maia "mpais@br.ibm.com / maia.marcos@gmail.com" 
 
#copy files to docker image 
COPY *.zip tmp/ 
 
# preparing the files to install, unzipping and creating correct directory 
structures for WAS  and deleting the zip files that are not necessary anymore 
so disk image doesn't get without space (docker limit to 10GB by now) 
RUN cd tmp && mkdir was && unzip was_part1.zip -d was && rm -rf was_part1.zip 
&& unzip was_part2.zip -d was  \ 
    && rm -rf was_part2.zip && unzip was_part3.zip -d was && rm -rf 
was_part3.zip 
 
# now that WAS dev is ready to be installed by IBM Installation manager we 
need to execute the I.M command to install it 
# we're going to use a silent installation file to accomplish that so we copy 
a response file to configure the installation 
# to the tmp directory in the docker image 
COPY install_response_file.xml tmp/install_response_file.xml 
 
# now we execute the installation manager instruction to use this response 
file and the was repo we've created and execute the installation. 
# and than when the installation is done we delete the repository so the image 
doesn't get tooooo big(it's big anyway :) ) 
RUN cd /opt/IBM/InstallationManager/eclipse/tools && ./imcl -acceptLicense 
input /tmp/install_response_file.xml -log /tmp/install_log.xml 
RUN rm -rf tmp/was && rm -rf tmp/install_response_file.xml 
 
# now we're going to create a default profile(USING ALL DEFAULT) so we can 
finally plan on running WAS DEV in this image... 
# this will create a profile named AppSrv01 under AppServer/profiles 
directory... 
RUN /opt/IBM/WebSphere8.5.5_Dev/AppServer/bin/manageprofiles.sh -create -
templatePath /opt/IBM/WebSphere8.5.5_Dev/AppServer/profileTemplates/default 
 
# Let's expose at least HTTP and Dmgr(Admin) ports for this profile 
EXPOSE 9080 9060 
 
# Make sure WAS will be started any time we start docker container with 
/bin/bash support. 
COPY startWAS.sh etc/profile.d/startWAS.sh 
(MAIA, 2014c) 
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2. The path /mnt/ssd30/dockerWorkspaces/WebSphereDevDocker now contains: 
Dockerfile 
Install_response_file.xml 
startWAS.sh 
was_part_1.zip 
was_part_2.zip 
was_part_3.zip 
 
We issue docker command inside this directory to build WebSphere container: 
docker build -t="mmaia/was-dev:v1" . 
 
Previous command will again take some time to finish, after we check the image 
and see if container is up and running: docker images 
REPOSITORY     TAG       IMAGE ID            CREATED             SIZE 
mmaia/was-dev  v1        95ce7530235f        13 seconds ago      9.275 GB 
mmaia/im_ibm   v1        41d262de3662        10 minutes ago      971.9 MB 
centos       centos6     fc73b108c5ae        5 weeks ago         228.9 MB 
 
 
PART C: 
 
     In this part we run the docker command that runs the container that contains IBM 
WebSphere AS. It exposes two ports outside the container on which WebSphere is 
listening and on which the web administration portal can be reached. In AWS Cloud, 
indeed, we have to set the security rules for this RHEL that these ports can be reachable 
from public network also. Command: 
docker run -i -t -p 9080:9080 -p 9060:9060 --name mmaia-was-dev mmaia/was-
dev:v1 /bin/bash 
 
We go an output that tells WebSphere is running successfully now: 
ADMU0116I: Tool information is being logged in file 
/opt/IBM/WebSphere8.5.5_Dev/AppServer/profiles/AppSrv01/logs/server1/startServ
er.log 
ADMU0128I: Starting tool with the AppSrv01 profile 
ADMU3100I: Reading configuration for server: server1 
ADMU3200I: Server launched. Waiting for initialization status. 
ADMU3000I: Server server1 open for e-business; process id is 319 
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PART D: 
 
     Finally, when WebSphere is running inside the container, we can test the HTTP 
interface to the JVM – application server that is listening on port we exposed to public 
network – TCP port 9060. AWS Cloud RHEL is reachable via public DNS host that was 
automatically dedicated to it. In this case, we used following URL in the web browser: 
 
http://ec2-52-39-148-3.us-west-2.compute.amazonaws.com:9060/ibm/console 
 
 
Figure 20: IBM WebSphere AS running from Docker. Constructed by author. 
 
     After login screen (entered blank values) it gets us into management of an actual 
application server, which is simple Java process that has HTTP web interface integrated. 
It is standalone managed (compared to WebSphere AS Network Deployment where 
Deployment manager is used to manage its federated application servers defined in 
profiles), and it also now have sample applications installed as shown in Figure 20.  
     This was the example on which we demonstrated on how we can put almost every 
software into a Docker container. Also, the container maybe cloned easily to multiple 
containers, and so may be used by many users for various purposes (test/educational…). 
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3.3. Container use cases 
 
3.3.1. IBM WebSphere AS HA environment 
 
     When building the IBM WebSphere AS ND lab, we may have an intention to simulate 
real High Availability environment. The one shown in Figure 21 is commonly used on 
production systems. Now, the Docker engine can be used for running such configuration.     
We assume that we have dedicated hardware where e.g. RHEL OS (RedHat, CentOS, 
Fedora) is running. Inside we have Docker services started, and so we need to build 5 
environments (Docker containers): 
 
1. HTTP Server 1 (IBM HTTP Server) 
2. HTTP Server 2 (IBM HTTP Server) 
3. WebSphere AS Node 1 (WebSphere AS ND) 
4. WebSphere AS Node 2 (WebSphere AS ND) 
5. WebSphere AS DMGR Node (WebSphere AS ND) 
 
     CentOS6 base image can be used as in previous section, and we build the containers 
on that basis. For the first 2 servers, we install IBM HTTP Server and configure software 
network load balancer services, so we can reach the web server using one virtual IP. Then, 
we install WebSphere Application Servers inside third and fourth container, and 
WebSphere Deployment Manager into fifth container. 
     Once done with the configuration of all containers, the testing may start (some test 
applications are already delivered/installed in WAS ND if selected this option during the 
installation). A set of various tests may be performed to test the application stability, 
cluster failover, NLB services testing, etc.  This also gives ability to think about to deploy 
such solution into production/live system. The big advantage of it is portability, where 
we may take some of the containers and move it to different location (data centre, 3rd 
party cloud) in order to create geographical HA clustered environment. 
     If the company decides to use the advantages of running such platform, it should start 
to think about proper platform support services to ensure adequate support and also to 
decide, whether to run such platform on privately owned infrastructure or rather to use 
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3rd party cloud services provider. In case the business data is high sensitive (e.g. bank 
clients’ data) it should better stay with local infrastructure. This is of course very 
individual and it depends on the method of use (application servers may be transferred 
whereas database servers will remain in owned site location). 
 
 
IBM WebSphere AS Network Deployment
Docker Containers LAB Architecture
User
WebSphere AS Node 1 container
Application Server 1Node Agent 1
WebSphere AS Node 2 container
Application Server 2 Node Agent 2
WebSphere AS
Cluster
IBM HTTP Server 1 container IBM HTTP Server 2 container
HTTP Server 1 HTTP Server 2
Deployment manager container
Deployment manager
Network Load
Balancer Services
Network Load
Balancer Services
 
Figure 21: WAS Docker Containers LAB Architecture. Constructed by author. 
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3.3.2. General use of containers 
 
     Another advantage is widely applicable usage of Docker technology and containers. 
Figure 22 shows some examples of server types that may be deployed or integrated using 
Docker. In some cases, it may have sense to think about integrating company 
infrastructure and services into containers (with respect to security). 
     The second aim of this thesis assumes Docker containers will help to build new 
educational labs rapidly. After the process of acquiring new product/technology skills is 
finished, it is Docker containers technology’s turn. It does not help company to invent 
new educational model only, it opens the door towards system deployment and system 
integration automation. 
 
Docker Containers General usage
Proxy serversWeb serversFile serversEmail servers
Directory serversE-Commerce servers
Streaming serversDatabase servers
Management serversApplication serversPrint serversFTP servers
 
Figure 22: Docker containers general usage. Constructed by author. 
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3.4. New educational model proposal 
 
     This model assumes the sub-team allocated to support customer systems has 6 
engineers (XYZ company full-time employees). It is required to upskill all engineers for 
the new technology / software. This new technology has been implemented by customer 
some time ago and his core business services are running on the top of it (note: a necessary 
prerequisite is that all engineers knows Docker technology at experienced user level). 
     A supervisor’s task is to judge, who from these six engineers will be selected and 
will be sent to an education. He/she needs to ensure the support services aren’t affected 
and the shift is covered. Also, it is very important to choose a competent person who is 
fast-learner and can deliver high quality education to the rest of the team afterwards. 
     The selected engineer is not just sent to the education center. Before, he/she needs to 
finish all in-progress work that he/she is responsible for in his job role. In such case the 
work handover to colleagues is normally expected. For those engineers staying in the 
work space there is no change and continue working as usually, but may expect higher 
workload due to 1 missing engineer. Assuming all 6 engineers work at 100%, by taking 
away 1 engineer from the shift it adds one fifth additional workload to the others. Five 
other engineer now may have “120%” workload in other words while the engineer is out-
of-office. 
     An external education center provides 5-day course which requires student to be 
present in classes. It ensures all equipment and facilities are available (the hardware, the 
software, the projector. etc.) as well as experienced mentor leading the class and 
providing knowledge transfer to the listeners. The course has to be structured and well 
prepared, and usually mentor asks for the feedback in the end. In some cases students 
may directly go thru certification process at once if this is the part of the course and may 
get an official certificate confirming the exam was passed. It is nice-to-have. 
     After the course completion, an upskilled engineer has now many tasks to complete 
when returning to work. He/she still doesn’t return to his/her business as usual work, but 
is expected to prepare an internal education and skill transfer to all members of the team.  
This is the part when new education model does an effect – it turns this engineer into 
internal lecturer position inside the company. One of the advantages is that the knowledge 
and the experience gathered is fresh and can be adopted to already existing infrastructure. 
 
PROPOSALS AND CONTRIBUTION OF SUGGESTED SOLUTIONS 
______________________________________________________________________ 
61 
     The sequence of the tasks is following: 
 To summarize the course topics and to understand the studied materials. 
 To prepare the presentation for the internal course. This is to build new course 
structure that can be divided into more than one days. It depends on lecturer. 
 To update the knowledge base. It may be company knowledge management 
system that is being used, or an internal wiki pages. This is too much time 
consuming as it includes creating new materials and adoption to an existing 
systems but on the other hand, all team members (an indeed the others) will benefit 
of it. 
 To reserve the hardware resources for the internal course. The new virtualization 
technology takes place in this part. We need proper HW resources to be dedicated 
(VCPUs, RAM, Disk Volume) from the pool and only one Linux operation system 
running on the top of it. What is expected from the lecturer is to spend some time 
with installing the Docker and to prepare working image with Dockerfile in order 
to build functioning Docker container. This takes some time again because the 
building and the testing the environment that fits the educational purposes is not 
easy to handle. 
 To clone the environments. It seems it is the easiest part as cloning the container 
is made by issuing few commands in Docker. By cloning the containers and 
exposing the independent ports we ensure each student will have his/her own 
isolated environment. 
 
     After the labs are prepared and ready to use, it is time to perform the skill transfer to 
part of the team. In case we send 2 another engineers for the internal education, we get 
into situation 3 engineers will cover the shift and 3 others will upskill themselves. In other 
words, half of the team needs to handle double-workload (200%). It is not pleasant for 
those covering the shift, but it is temporary situation. It may be risky (the unexpected 
absence), but has sense. 
     When the internal training is finished the ones participating the skill transfer educate 
the rest of the team. It is considered both groups now cover the shift and are upskilling 
each other. In the end of this model, all engineers are now fully trained for the new 
technology and can come back into standard business as usual model (Figure 23).
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Figure 23: Variation of educational model. Constructed by author 
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3.5. Economic aspects of the proposed solution 
 
     We can adopt this variation of educational model with the respect to budget limit. 
Depends if company owns the infrastructure that training virtual environments is to be 
running on, or, it will rather use cloud services and will pay charges per usage – which is 
modern charging method in cloud environment. In Appendix 1 there is the example of 
billing for Amazon Web Services that was used for building up and running the test 
environment in previous section. 
     We assume the XYZ company owns VMware ESX hardware and software already 
and has valid license for Red Hat Enterprise Linux Server for Virtual Datacenters. Also, 
it already has valid IBM WebSphere Application Server Network Deployment license 
(which allows it to download the product fix packs and another updates directly via IBM 
Passport Advantage). XYZ company agreed with IBM on fixed charges per production 
environment and unlimited number of training environments that run as VMs. 
     Company has decided to use own infrastructure rather than AWS, because this variant  
is still in planning process. The course WebSphere Application Server V8.5.5 
Administration was chosen and was ordered in GOPAS training center for 2155 €, which 
is located in Brno (the same as company office resides). With current model only one 
employee goes for the education and educates the others afterwards. There are no 
additional costs for the company (travel expenses, per diem, etc.) because of the training 
center location. 
     During the stay, another team members work as usual, and after the employee return, 
the workload just rises since there is half of the team being trained by the employee. 
Again, there are no costs in case we ignore wage aspects. The team is able to handle 
double workload temporarily with no problems. This can be the same situation as half of 
the team is taking vacation e.g. during summer. It is not expected the training takes more 
than one week in this model. The education budget limit is not reached for this quarter 
and therefore remaining budget can be used for another courses in the same career path, 
or the certification. 
     There are another courses that company wants their engineers to pass. Those courses 
belong to WebSphere Application Server administration as well and are essential, and 
they are almost same price. 
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Table 3: Courses plan per Y2016. Constructed by author. 
Period Target course name Qty Price [€] 
Q1 WebSphere Application Server V8.5.5 Administration 1 2155 
Q2 WebSphere Application Server V8.5.5 Problem Determination 1 2155 
Q3 WebSphere Application Server V8.5 Scripting and Automation 1 2155 
Q4 WebSphere Application Server V8.5.5 Performance Tuning 1 1724 
 Total (excl. VAT) 8189 
 
     With current model, the same engineer may take all courses during the year and share 
the knowledge and the experience among the other, or, another engineer will take the role 
of a mentor. This approach satisfy the year education budget (12.000 €) and remaining 
funds (3.811 €) may be used for lower-cost trainings or the certification exams or their 
combination. This model predicts (6 middleware engineers/team members) that the 
savings will reach approximately 83%, which is five sixths for this instance: 
 
𝐸𝑑𝑢𝑐𝑎𝑡𝑖𝑜𝑛 𝑆𝑎𝑣𝑖𝑛𝑔𝑠 𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 =  
𝐸𝑊 − 𝐸𝑆
𝐸𝑊
. 100 
 
where 𝐸𝑊 is total number of engineers working in the team and 𝐸𝑆 is number of engineers 
who are sent to an external course and will be mentoring the others (𝐸𝑊). Alternatively: 
 
𝐸𝑑𝑢𝑐𝑎𝑡𝑖𝑜𝑛 𝑆𝑎𝑣𝑖𝑛𝑔𝑠 =  (𝑃𝑇 . 𝐸𝑊) − 𝑃𝑇  . 𝐸𝑆 
 
where 𝑃𝑇 is total price for all external courses taken by engineers per time period (quarter, 
year), 𝐸𝑊 is total number of engineers working in the team and 𝐸𝑆 is number of engineers 
who are sent to an external education and will be mentoring the others (𝐸𝑊). 
     For above courses plan for Y2016 prepared by XYZ company, total price for all 
planned courses is 8.189 € (𝑃𝑇), there is only one engineer sent for an external education 
(𝐸𝑆 = 1) and there are 6 team members in total (𝐸𝑊 = 6). By using above formula we 
get 40.945 € in education savings. If sending more engineers (𝐸𝑆 = 2) to an external 
education we only get 32.756 € in savings etc. (Graph 1), so the costs are naturally higher. 
Of course, when taking in account the fact we’re limited by Q1 budget (3.000 €), we’re 
not allowed to send to more than 1 engineer to an external education during this period. 
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Graph 1: External courses savings. Constructed by author. 
 
     The role of system-level virtualization (Docker) in this educational model is to speed-
up skill transfer training internally. This is the technology to use that will help the 
engineer to build the training containers. We stress the importance of choosing right 
person to be the mentor, who has proven training skills and who may prepare technical 
materials. It is expected, he/she will complete the skill transfer of the knowledge gained 
during the external education within one quarter, and so another education cycle can start. 
     Docker is open standard and is free of charge. There are no additional costs for the 
company to install it nor to use it. Just there is the prerequisite (as already mentioned) all 
engineers are skilled enough to use it and are able to create/build images and containers. 
The most of the time they will spend on this activities, but the final image/container is 
very easy to clone or to migrate. 
     Although, there is one disadvantage – Docker guest is running the same operation 
system as the host system. In this case, it was Red Hat Enterprise Linux x86_64, and so 
the software which is meant to be installed into the container must be the same platform. 
For the instance, IBM WebSphere Application Server for Linux x86_64. Docker is not 
running on Windows platform so far. Many vendors nowadays develop their software as 
multi-platform. In case there is no Linux version and Docker cannot be used, it is no 
problem to use hardware-level virtualization.  
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CONCLUSIONS 
 
     There was the aim of this master’s thesis was to demonstrate the usage of Docker 
(operation system level virtualization) in the enterprise environment. We have 
demonstrated the implementation and configuration, and the result was fully working 
IBM WebSphere Application Server instance running inside the container. This 
environment was to be used for the educational purposes by company engineers who want 
to mentor the others. 
     The second part as well as the objective was to propose new educational model that 
could be used by enterprises in order to save costs spent on external courses. With the 
condition of limited budget, we showed how this model can save the funds and was not 
over the defined limit. Since the condition was met (for a quarter of annual budget), we 
were able to apply the same process for another quarters. 
     Another part of the same section was describing the use case with concrete numbers. 
Of course many variations of it may exist – the number of courses may vary as well as 
budget limit, the size of the team, the number of team mentors, etc. but the unique thing 
is that the model is resulting in cost-savings on employees’ education in all cases (even 
if there are only two team members). We may consider the objectives to be accomplished 
and we can stress the practical usage of this master’s thesis. 
     It is worth to mention the theoretical part at the beginning that introduced us to 
virtualization history and cloud computing concept and types. The core of this master’s 
thesis was built on the top of these technology and hence it was really necessary to 
mention it. The second part was to analyze the position of the fictional company XYZ 
s.r.o.  (the company profile, the support services structure, SWOT analysis). 
     The reader can make free replacement on this company title by real IT company that 
already exists, and currently faces the same problem – the high costs on employees’ 
education. The intention was not to create new problem, but to troubleshoot the problem 
that already exists in almost every corporation worldwide. 
     We are aware there are problems with staffing experienced engineers, so it is time to 
“create” them. Those having the ability to teach the others are the ones that companies 
should be looking for. The proposed model expects to have at least one such person for 
the beginning. This is tightly connected with the costs on employees’ education that may 
be cut, which is the goal of every company’s management.  
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